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Large-scale wearable ecosystems generate vast volumes of diagnostic
wearable devices, data that contain valuable information for reliability analysis. However,
fedgr ated !ear ning; centralized collection of device logs often raises privacy concerns and
f_‘”l”r @ SigRanE bandwidth limitations. This study proposes a privacy-preserving
discovery; privacy framework for discovering failure signatures across heterogeneous
preservation; r eliability \yeqrable devices. The proposed approach employs federated
analytics representation learning combined with secure aggregation to extract

shared failure patterns without transferring raw diagnostic logs. Each
device locally learns compact log embeddings that capture temporal
event relationships, which are then aggregated through a privacy-
preserving clustering mechanism. The framework was evaluated on a
dataset containing 243 million diagnostic events collected from 68,432
wearable devices across four product categories, including
smartwatches, health trackers, AR glasses, and environmental
monitoring wearables. Experimental results show that the proposed
method identifies 84 distinct failure signatures while preserving 94.1%
of clustering quality compared with centralized analysis. In addition,
the approach reduces network communication overhead by 82.7% and
ensures that no raw log records leave local devices. The findings
demonstrate that privacy-preserving failure analysis can enable
scalable reliability monitoring across distributed wearable systems.
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1.INTRODUCTION

Wearable devices, including smartwatches, health trackers, and AR glasses, continuously
generate diagnostic data such as system logs, runtime events, sensor records, and resource-
monitoring signals. These data provide important evidence for reliability analysis, anomaly
detection, and fault diagnosis in device-side systems [1,2]. In embedded Linux environments,
low-power persistent logging is especially important because wearable and edge devices must
preserve runtime records while operating under strict energy, storage, and computation limits [3].
As wearable devices are increasingly used in health monitoring, immersive interaction, and
mobile computing, the volume and diversity of diagnostic data continue to grow. This creates
new opportunities to identify shared failure patterns across devices, but it also increases the
pressure on data transmission, privacy protection, and system maintenance cost [4,5].

Traditional reliability analysis methods usually depend on centralized log collection and server-
side processing. In this mode, logs and runtime records are uploaded from devices to a central
platform for template extraction, anomaly detection, and fault pattern analysis [6,7]. Centralized
analysis can achieve good performance when sufficient data are available, but it also introduces
several practical limitations. Large-scale wearable deployments may generate frequent diagnostic
records, which increase communication overhead and battery consumption. More importantly,
wearable devices are closely related to personal behavior, health status, location, and daily
activity patterns. Directly transferring raw logs or runtime traces may therefore create privacy
risks, even when the original data are not designed as personal information [8,9]. These issues
make centralized diagnostic frameworks less suitable for privacy-sensitive wearable systems.
Federated learning has been studied as an alternative approach for distributed model training
under privacy constraints. It allows devices to train local models with their own data and share
only model updates or feature-level information rather than raw records [10,11]. This mechanism
can reduce direct data exposure and lower the need for large-scale raw data transfer. In wearable
systems, federated learning is particularly useful because devices often operate in different user
contexts, network conditions, and power states. Some studies have applied federated learning to
log analysis, anomaly detection, and distributed fault diagnosis [12]. Representation learning has
also been used to convert raw logs and runtime events into compact feature vectors, which can
support clustering, similarity analysis, and failure pattern discovery across devices [13,14].
These methods provide useful foundations for privacy-preserving reliability analysis, but they

still face challenges when applied to heterogeneous wearable environments. A major limitation is
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that many existing methods assume that data distributions across devices are similar [15,16]. In
real wearable systems, however, diagnostic data are highly heterogeneous because devices may
differ in hardware configuration, operating system version, application workload, sensor usage,
user behavior, and battery status. The same failure type may appear with different log sequences
or runtime patterns on different devices, while different faults may produce similar local
symptoms [17,18]. This makes cross-device failure signature discovery more difficult than
single-device anomaly detection. In addition, some studies rely on small datasets, offline
experiments, or simplified fault settings, which cannot fully represent the continuous and diverse
conditions of real wearable deployment [19]. Existing methods also pay limited attention to
communication cost, although frequent model exchange can become expensive for battery-
powered devices. Therefore, a practical framework should protect raw data privacy, tolerate
device heterogeneity, reduce communication overhead, and still discover meaningful shared
failure signatures.

To address these problems, this study proposes a privacy-preserving framework for failure
signature discovery across wearable devices. The proposed method combines federated
representation learning with secure aggregation, allowing each device to learn local diagnostic
features from logs and runtime events without uploading raw data. Shared failure signatures are
identified from aggregated representations, so that common fault patterns can be discovered
across devices while reducing privacy exposure. The purpose of this study is to support scalable
reliability analysis for wearable systems under real deployment constraints. Its significance lies
in providing a diagnostic approach that can use distributed device data without requiring
centralized raw-log collection, which is important for privacy-sensitive and resource-limited
wearable applications. Compared with conventional centralized analysis, the proposed
framework reduces communication cost and better protects user-related diagnostic records.
Compared with ordinary federated models, it focuses on failure signature discovery rather than
only classification accuracy, making the results more useful for system maintenance and fault
interpretation. The method is evaluated using data from multiple wearable devices with different
runtime conditions and fault types. The results show that the proposed framework maintains high
clustering quality, reduces data transmission, and supports scalable privacy-preserving reliability

analysis in wearable systems.
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2.Materials and Methods
2.1 Sample and System Description

The study used diagnostic data from a large wearable device network. The dataset includes 243
million runtime events from 68,432 devices. The devices cover four types: smartwatches, health
trackers, AR glasses, and environmental monitors. Data were collected during daily use. Each
record includes a timestamp, event type, and device ID. The dataset reflects differences in

hardware, software, and usage patterns. It includes both normal and fault events.
2.2 Experimental Design and Control Setup

Two methods were compared: a centralized analysis method and the proposed privacy-
preserving method. The centralized method collects all logs to a server for clustering. The
proposed method keeps data on devices and shares only model updates. Both methods used the
same dataset and clustering settings. Tests compared clustering quality, communication cost, and

data exposure. This design allows a direct comparison under the same conditions.
2.3 Measurement Methods and Quality Control

Logs were collected using built-in systems on each device. All records include timestamps for
time alignment. Invalid and repeated entries were removed during cleaning. Each test was
repeated three times, and mean values were reported. Clustering results were checked against
labeled fault categories. Network usage was recorded to measure data transfer. The aggregation
process was checked to ensure that raw logs were not shared. These steps improve data quality

and result stability.
2.4 Data Processing and Model Formulation

Log sequences were converted into fixed-length feature vectors on each device. These vectors

capture event order and timing. Clustering quality Q was defined as:

I b))
N £ max (a(i),b(i))

Communication cost C was defined as:
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Here, a(i) is the average distance within a cluster, and b(i) is the distance to the nearest cluster.

These measures were used to compare methods.
2.5 Evaluation Metrics and Analysis Criteria

Performance was measured by clustering quality, number of failure patterns, communication
cost, and data privacy. Clustering quality shows how well patterns are grouped. Communication
cost shows network load. Privacy is checked by whether raw logs are shared. Statistical tests
were conducted at a 95% confidence level. The method was considered effective if it kept high

clustering quality while reducing data transfer and protecting data.
3.Results and Discussion
3.1 Discovery of shared failure patterns

The method identified 84 failure patterns from 243 million events collected from 68,432
wearable devices. Clustering quality reached 94.1% of the centralized method. This result shows
that local feature learning with secure aggregation can keep most of the data structure. Wearable
data differ across devices and usage conditions, which makes pattern discovery difficult. The
result indicates that the proposed method can still capture common fault features without using
raw logs. Similar studies in federated learning report that local training can keep useful

information while reducing data transfer [20,21].
3.2 Communication reduction and privacy effect

The method reduced network communication by 82.7% compared with centralized collection.
This reduction comes from sending compact updates instead of full logs. In large wearable
systems, communication cost can limit system performance. Lower data transfer also reduces the
risk of data exposure. Earlier studies on privacy-preserving data collection show similar benefits.
The present result confirms that these advantages remain when the task is failure pattern

discovery rather than classification [22].
3.3 Effect under device heterogeneity

The method performed well across four device types, including smartwatches, health trackers,
AR glasses, and environmental monitors. This shows that local feature learning can handle
differences in device data. Heterogeneity is a common problem in federated systems because

data distributions vary across devices. Many existing studies focus on supervised tasks, but fewer
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examine unsupervised pattern discovery [23,24]. As shown in Fig.1, the proposed framework

separates local learning from aggregation, which helps maintain consistency across devices.
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Figure 1 Workflow of federated learning for privacy-preserving wearable data analysis.

3.4 Comparison with existing studies and limitations

Compared with earlier work, this study combines large-scale data, privacy protection, and failure
pattern discovery in one framework. Most existing studies focus on activity recognition or
anomaly detection, rather than shared fault patterns across devices [25]. The results show that
privacy-preserving methods can support large-scale reliability analysis. However, the evaluation
is based on clustering quality compared with a centralized method. It does not include direct
validation with repair results. In addition, the dataset covers four device types but not all
wearable systems. As shown in Fig.2, privacy protection and communication reduction can be

achieved together, but further tests on more devices and fault types are needed.
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Figure 2 Data collection process on wearable devices with local privacy protection.
Conclusion

This study examined failure pattern discovery in large wearable systems under privacy limits. A
framework was designed that combines federated feature learning with secure aggregation. Each
device learns local features, and shared patterns are found without sending raw logs. Tests on a
large dataset showed that the method can identify common failure patterns with high clustering
quality while reducing data transfer. Communication cost was greatly reduced, and raw data
stayed on local devices. These results show that useful analysis can be achieved without central
data collection. The main contribution of this work is the use of local feature learning together
with privacy-preserving aggregation for failure analysis. Unlike traditional methods that depend
on full data collection, the proposed approach keeps useful information while limiting data
exposure. This design supports scalable monitoring in systems with many distributed devices.
The framework can be used in other edge systems that require data protection, such as health
monitoring platforms and mobile sensing networks. However, the study uses a limited number of
device types and fault categories. The results are based on clustering quality rather than direct
repair outcomes. Future work should include more device types and real maintenance data to

further test the method.
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